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GENERAL INSTRUCTIONS

( AT 3T )

1. Attempt all the 80 questions. Each question carries 0.5 mark for regular student and 0.625

mark for Non Collegiate student.
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2. Make sure that your question booklet has all the 80 questions. Defective Booklet can be

changed within 10 minutes.
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3.  All entries should be filled by Blue or Black Ball-point pen. Select the best possible answer
and darken the correct answer A or B or C or D in the circle corresponding to that question in
OMR sheet with pen.
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What does “Cyber law” refer to ?

(a) Encryption techniques used in
digital communication

(b) The moral guidelines governing
online behaviour

(c) Legal Principles for hosting
websites

(d) The legal framework that governs
activities & transaction conducted
online

Primary purpose of web hosting
agreement 1s

(a) To define jurisdiction of a
website

(b) To ensure the legal ownership of a
website domain

(c) To establish terms for hosting a
website on a server

(d) To regulate the ethical behaviour
of website users

Who is the father of computer ?

(a) Charles Newman

(b) Charies babbage

(c) Henry Babbage

(d) Henry Luce

Which is the example of first
generation computer ?

(a) EDVAC

(b) EDSAC

(c) ENIAC

(d) UNIVAC

The brain of any computer system is :
(a) ALU

(b) Memory

(c) CPU

(d) All of the above
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10.

What is cyber space ?
(a) A physical location
(b) A fictional concept
(c) An alternate Reality

(d) A vertical environment created by
Interconnected computer

The primary goal of cyber law is :

(a) To prevent all forms of online
communication

(b) To regulate social media usage

(c) To promote online anonymety

(d) To establish legal guidelines for
Internet related activities

Full form of ISP is :

(a) Internet Service Provider
(b) Internet Space Provider
(¢) Internet State Provider
(d) None of the above

Who invented the word “Cyberspace” ?
(a) William Johnson

(b) William Mention

(c) William Gibson

(d) William Jackson

It inquires about what the ruleison a

specific subject, name the approach :

(a) Dominant approach
(b) Doctrinal approach
(c) Dormant approach
(d) None of the above
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11.

12.

13.

14.

15.

What does “Cyber ethics” refer to ?

(a) Encryption Techniques used in
digital communication

(b) The moral guidelines governing
online behaviour

(c) Legal principles for hosting
websites

(d) The technical frame work of the
Internet

Which of the following is an example
of top level domain name

(a) example.com

(b) .example

(c) .com

(d) www.example.com

Which characte is never valid in a
domain name ?

(a) Letters

(b) Numbers
(¢) Hyphen

(d) Under score

What do we call a service that allows
a individuals and organizations to
make their website accessible on the
Iinternet ?

(a) Web files

(b) Web hosting

(c) hosting

(d) Web space

What does DNS stand for

(a) Domain Name System
(b) Domain Name Storage
(¢) Dynamic Name System
(d) None of the above
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16.

17.

18.

19.

20.

What is most basic type of web
hosting ?

(a) Cloud hosting

(b) VPS hosting

(¢) Dedicated

(d) Shared hosting

The interconnection of networks all

across the world is known as

(a) Communication
(b) Internet
(c) Web Page
(d) Ethernet

Each computer on a network is

Recognized by a unique

(a) IP address
(b) HTTP
(c) HTTPS

(d) www.

APPANET was developed by which

country ?
(a) USA
(b) Japan
(¢) India
(d) China

Full form of www 1s

(a) Word wide web
(b) World wide web
(¢) Wide world web
(d) None of the above
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21. When IT act 200, came into effect ?
(a) October 17, 2000
(b) October 17, 2001
(¢) November 17, 2000
(d) November 17, 2001
22. How many schedules are there in IT
act 2000 ?
(@) 3
(b) 4
(c) 6
(d) 2
23. The section deals with legal
recognition of digital signature
(a) Section 3
(b) Section 5
(c) Section 6
(d) Section 4
24. The process of converting plain text
to ciphert text is called ......
(a) Decryption
(b) Translation
(¢) Conversion
(d) Encryption
25. E-Governance 1s technology to
produce
(a) A platform for exchanging
information
(b) A platform to provide services
(c) A platform to trans act with
citizen
(d) All of the above
VAC-64T-209

(7)

21.

22.

23.

24.

25.

SETA

IT sfaftam 2000, & AR g7
(a) TFRR 17, 2000
(b) TERSR 17, 2001
(c) =R 17, 2000
(d) e 17, 2001

IT srffem 2000 & et srggf=ar 82
(a) 3

(b) 4
(c) 6
(d) 2

T AT fefSreet B&aar s A A= 9
T B2

(a) @73 3

(b) &3 5

(c) eT3Hr 6

(d) eT3Hm 4

e TR I faw TRe | e it wfsha
1 I FEd €2

(a) fefsrmm

(b) e1game
(c) T

(d) Tf=pmm

T e L el dehE

(a) FEIA H1 ACH TSH HA o fog 74

(b) FETE TeH A & T & w9
(c) TIRERT &% Y H-<F HA H TH 6

(d) ST Tt

[P.T.O]



26.

217.

28.

29.

30.

Which is ot a type of E-governance
model ?

(a) G2G

(b) C2G

(c) G2C

(d) C2C

Which of the following is a type of
cyber attack ?

(a) Phishing

(b) SQL injections

(c) Password attack

(d) All of the above

Cyber crime can be categorized into

Which of the following is a limitation
of the IT act 2000 ?

(a) It lacks provisions for the use of
digital currency

(b) It does not recognise digital
signature

(c) It applies only to government
transactionss

(d) It does not cover cyber crimes
such as phishing

The IT act 2000 primarily deals with

(a) Protection of intellectual property

(b) Regulation of
commerce and cyber crime

electronic

(¢c) Guidelines for developing new
technology

(d) Taxation on digital products
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31.

32.

33.

34.

35.

Cyber appellant tribunal was created
under which act :

(a) IT act 2008

(b) ITs act 2000

(c) Company act 2013
(d) Companies act 1958

Which of the following is not digital
signature algorithm :

(a) RSA

(b) DSA

(c) ECDSA

(d) AES

Cyber security is the protection of ?

(a) Internet connected system

(b) Not internet connected system
(¢) Both (a) and (b)

(d) None of the above

What are the features of cyber
security ?

(a) Compliance

(b) Threat Prevention

(c) Defense against internal threats
(d) All of the above

Which section of the IT act 2000,

provides legal recognition to

electronic records :
(a) Section 3
(b) Section 4
(c) Section 5

(d) Section 6
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36.

37.

38.

39.

40.

Which of the following is not an
example of an electronic record ?

(a) An emial message

(b) A handwritten letter

(¢) An electronic invoice

(d) An electronic contract

The controller of certifying authorities
1s appointed by :

(a) State government

(b) Private companies

(c) Central government

(d) NGO

Full form of CCA is

(a) Central Certifying Authority

(b) Controller of Certifying Authority
(¢c) Centre of Certifying Authority
(d) Company of Certifying Authority

Who adjudicates IT act desputes :

(a) High Court

(b) Supremes Court

(¢) Cyber Apellate Tribunal
(d) Adjudicating officer

Who can appeal to cyber appeallate
tribunal :

(a) Only individual

(b) Only organizations

(¢) Only government

(d) Any aggrieved person
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41.

42.

43.

44.

45.

What is the primary importance of

cyber law ?

(a) Regulating hardware development

(b) Ensuring Ethical behaviour in
cyber space

(c) Governing the internet and
onling activities

(d) Promoting artificial intelligence
development

Why is cyber ethics significant in

modern soceity

(a) To ensure high speed internet
access

(b) To maintain moral behaviour
online

(¢) Toimprove software development
technique

(d) To restrict technological advance-
ment

Which of the following is a care

principle of Al ethics ?

(a) Speed optimisation

(b) Fairness and transparency

(¢) Increased automation

(d) Data monetization

What is the key ethical issue in AI ?

(a) High cost of Hardware

(b) Limited scalability

(c) Bias and discrimination in
algorithm

(d) Open source code availability

What are the pillars of blockchain

technology ?

(a) Transparency

(b) Immutability

(¢) Decentralisation

(d) All of the above
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46.

47.

48.

49.

50.

What are the benefits of blockchain
technology ?

(a) No hidden fees

(b) Security and speed
(¢) None of the above
(d) Both (a) and (b)

Block chain has
(a) 2
(b) 3
(c) 4
(d) 5

versions

What is Blockchain ?

(a) A currency

(b) A ledger

(¢c) A distributed ledger on a peer to
peer network.

(d) None of the above
Blockchain

addresses

ethics primarily

(a) Network congestion causes

(b) Transparency and trust in

transaction
(¢) Cybersecurity threats

(d) Patent infringements concerns

What does transparency in Al refer to ?

(a) Speed of decesion making
(b) Al cost transparency

(c) Openness about how Al decisions
are made

(d) Increasing user interaction
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51.

52.

53.

54.

55.

Which of the following can metigate
the ethical issue of Al bias

(a) Limited data collecton
(b) Creating transport algorithm
(¢) Reducing human intervention

(d) Decreasing computational power

What does the term cyber crime refer
to ?

(a) An online game

(b) Type of entertainment

(c) Software

(d) Any 1illegal activity conducted

using computer or internet

What does the term cyber bullying

refer to ?

(a) Using computer to commit
traditional crime

(b) Using the internet to harass,
threaten someone

(c) Accessing restricted information
(d) None of the above

What is hacking considered ?
(a) Unethical

(b) Ethical

(c) Legal

(d) Neutral

What drives an information society ?
(a) Knowledge

(b) Industry

(c) Service

(d) None
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56.

57.

58.

59.

60.

What is digital divide ?

(a) Difference in internet speed
(b) Difference in internet price
(c) Difference in internet quality

(d) Gap between those with acces to
technology and those without

What does block chain ensure ?
(a) Data security

(b) Data sharing

(¢) Data deletion

(d) Data modification

What should you do with sensitive
online information ?

(a) Share freely

(b) Protect with strong password
(¢c) Post publicly

(d) Share with strangers

What 1s
considered ?

(a) Data breach

(b) Cyber bullying

(c) Identity theft

(d) Cyber security threat

online harassment

Why is cyber law important for

businesses ?

(a) To prevent data breach

(b) To ensure online transactions
security

(¢) To protect intellectual property
(d) All of the above
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61.

62.

63.

64.

65.

Which of the following is not a type of
intellectual property right ?

(a) Patent

(b) Copyright
(¢) Trademark
(d) Contract

What does a patent protect ?
(a) Artistic work

(b) Inventions

(c) Brand names

(d) Business processes

What does copyright protect ?

(a) An idea with an expression
(b) Idea

(c) expression

(d) None of the above

Which

deals

international organisation

with intellectual property

rights globally ?
(a) WTO
(b) WHO
(c) WIPO
(d) IMF

Intellectual property rights include
all except ?

(a) Copyright

(b) Trade secrets

(c) Personal photographs
(d) Patents
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66.

67.

68.

69.

70.

Plagiarism is a violation of :
(a) Copyright law

(b) Patent law

(¢) Trademark law

(d) Contract law

What is Reverse Engineering used for ?

(a) Product Development
(b) Competitive Analysis
(c) IP protection

(d) All of the above

What is consequence of Plagiarism ?

(a) Loss of credibility
(b) Academic penalty

(c) Damage to reputation
(d) All of the above

What does OSS stand for ?
(a) Open Source Software
(b) Open Source System

(¢) Open Source Solution
(d) None of the above

Which of the following is an example
of a competitive intelligence tool ?

(a) Social media monitoring
(b) Market Research Reports
(¢) SWOT analysis

(d) All of the above
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71.

72.

73.

74.

75.

Which of the following is a primary
goal of green computing ?

(a) Maximising the use of resources

(b) Reducing energy consumption
and E swaste

(¢c) Increasing life span of hardware

(d) Improving graphics performance

What is whistle blowing ?

(a) Reporting wrong doing or
misconduct

(b) Ignoring unethical behaviour

(c) Participating in corporate fraud
(d) None of the above

What is potential risk for whistle

blowers ?

(a) Retaliation

(b) Loss of job

(c) Damage to Reputation
(d) All of the above

Which of the following is type of cyber
squatting ?

(a) Reverse cyber squatting

(b) Typosquatting

(¢) Both (a) and (b)

(d) None of the above

Which type of workers work for an

organisation on short term basis ?

(a) Contingent worker
(b) Competitive worker
(¢) Both (a) and (b)

(d) None of the above
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71.

78.

79.

80.

H-IB workers are employed for which
type of occupations ?

(a) Seasonal

(b) Super

(c) Speciality

(d) None of the above

Outsourcing workers will help in :

(a) Cost Reduction

(b) Focus on core competence
(c) Both (a) and (b)

(d) None of the above

What is a trade secret ?
(a) Confidential business information
(b) Publicly available data

(c) Patented invention
(d) None of the above

Which one is example of open source
code ?

(a) Linux

(b) MY SQL

(c) GIT

(d) All of the above

What type of patent protects the
functional aspects of an invention ?
(a) Design patent

(b) Utility patent

(c) Plant patent

(d) None of the above
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